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Announcements

Thank you for choosing our product. GREENTEL R200 series is Machine-to-machine (M2M)
industrial cellular router with Din-rail mounting, which works on 2G/3G cellular networks,
provides reliable and robust wireless connections.

GREENTEL R200 series is specified for industrial M2M usage. Designed to endure extreme
conditions, such as temperatures ranging from -25°C to +70°C and low power consumption.

GREENTEL R200 series also supports the PPTP, L2TP, GPE, IPSec VPN tunnel providing
high-grade network security.

Please read this manual carefully before using the product.

Important Safety Information
This product is not intended for use in the following

circumstances

e Area(s) where radio transmission equipment (such as cell phone) are not permitted.
e Hospitals, health care facilities and area(s) where cell phones are restricted by law.
e Gas stations, fuel storage and places where chemical are stored.

e Chemical plants or places with potential explosion hazard.

e Any metal surface that may weaken the radio signal level.

Copyright Announcement

Copyright GREENTEL LIMITED 2010.

All rights reserved.

Reproduction, transfer, distribution or storage of part or all of the contents in this document in
any form without the prior written permission of GREENTEL is prohibited.

Information Edition: GQ —A—-R200 - 1.0
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1. Scenario: Use as Ordinary Router

Scenario introduction:
R200 series router can be used as ordinary router, through which users can easily access
into the Internet.

Configuration:
R200 has been set as DHCP server as default. Please configure your Ethernet connection
as follow, then Router will auto assign IP address 192.168.2.x to your PC:

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get P settings assigned automatically if pour network, supports
thiz capability. Othenize, you need ta azk paur nebwork, adminiztratar for
the appropriate 1P zettings.

(wyilbtain an P address autamahicalle
() Uze the following |P address:

{®) Obtain OMS zerver address automatically

) Use the Follawing DMNS server addresses:

[ Q. l[ Cancel ]
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Open Internet Explorer (or other web browsers), enter the IP address of router in the URL
link field, e.g. http://192.168.2.1 (- default IP of R200).

| €7 retpiijsse. 168211

Router Login

Username | |

Password | |

Login
User name: adm
Password: 123456

Get network parameters from local ISP, then input in “Network->Dialup”.

Systemn Metiork Services Firewall Qo5 W Taools
Dialup
Enable
Time schedule Schedule Management
Shared Connection
Metwark Provider Custom ¥ | Manage
—_—
P |uninet —‘\\[
Access Number |*99“'“1# |
Usermame |gprs |
ssword (suse
o
Metwork Select Type Auto A
Static 1P ¥
Cannection Mode | Always Online v

Redial Interval W |seconds

After configuration successful, user could access internet via R200.

) Google - Mozilla Firefox
IHE) REE BEWN BEE BEE IAD #BHH

@ - &Y \ 29 | httpse/ fovwer.gongle.co.uky
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2. Scenario: Connecting to RTU via Ethernet port

/_*kj (@) -
:

data o

Purt Mapping  (@2t2) with TCP head FoR data
19216824 € 192.168.2.1 :8080 gt - SCADA server
nae T NN 3 \_:‘\ !ﬂ
o 225,
HSUPA / Application Server
GPRS

Firewall

Scenario introduction:
RTU connects to R200 via Ethernet port, RTU sends transparent data to SCADA server via
TCP protocol.

The server accesses RTU via 8080 Port of R200.

Data is packaged in R200 as TCP message and then it transmits trough internet. It will be
unpackaged while reaching SCADA server, which supports transparent TCP protocol.

Configuration in R200:
Firewall->Port Mapping:

ot

Basic

Filtering

“irtual 1P
happing

DZ
WMAC-IF Bundling
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Port Mapping
Enable Proto Source Service Port  Internal Address 'F',';‘i{"a' Log Description
\TCcP v| | 203se4zisses |Boan |[1oz1682324  goeo | O |
Al Cancel .
ply [ Cencel ] SCADA Port
RTU port
RTU address

select TCP SCADA Server
IP/Netmask, for example:
103.86.43.186/24

Note:

1. The RTU and R200 must be in the same Network Segment. Else, you need to set the
function of multiple IP in the R200 configuration web.

2. The Port must not be used for other applications, such as 80 (http), 23 (telnet) and etc.
else the Router will ignore the demand of Mapping.

3. If end users want to access RTU via any remote IP, please input “0.0.0.0/0” at
“Firewall->Port Mapping->Source”.
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3. Scenario: Connecting to IP Camera via Ethernet port

((n)
192.168.2.1 ﬁ
192168223 . o oo B
am PC]
Sy
/0 \v—e
: ﬂ LAN
HSUPA
IP Camera GPRS

Scenario introduction:

IP Camera connects to R200 via Ethernet port, end user can view IP Camera anytime and
anywhere.

End user can access IP Camera via 8080 port of R200.

Configuration in R200:
User can configure port mapping or DMZ for this scenario.

Via Port mapping:
Firewall->Port Mapping
Qot
Basic

Filtering

wirtual [P
Mapping

Dz
MAC-IP Bundling
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Port Mapping
Enable Proto Source Service Port  Internal Address :;‘;?tmm Log Description
|TCP v|| z3ssaziseze  |jg020 [ 1521682324 |goeo. | 0O |

Apply ” Cancel ]

End user PC port
IP Camera port

- IF Camera address
select TCP End user PC address

Note:

1. The IP Camera and R200 must be in the same Network Segment. Else, you need to set
the function of multiple IP in the R200 configuration web.

2. The Port must not be used for other applications, such as 80 (http), 23 (telnet) and etc.
else the Router will ignore the demand of Mapping.

3. If end users want to access IP Camera via any remote IP, please input “0.0.0.0/0” at
“Firewall->Port Mapping->Source”.

4. If end users want to access IP Camera anywhere anytime via public IP networks, then
SIM Card in R200 should get public IP from ISP also. Please contact with local ISP for how
to get public IP in SIM Card.

Via DMZ:
Firewall->DMZ
DMZ
Enable DMZ I Fill in the blank with the IP of IPC
DiZ Haost 192.168.2.23 /
Source Address Range (Optional Example: "1.1.1.1", "1.1.1.0/24" "1.1.1.1- 2222
[ Apply ” Cancel
Note:

After enable DMZ, user could remote login IP Camera, but could not remote login R200.
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4. Scenario: VRRP backup

Cisco
Main Link

PC _GUB )

=
HSUPA Application Server

VERP Link Backup Firewall

Scenario introduction:

It is a VRRP scenario (Virtual Router Redundancy Protocol) with R200 and Cisco routers.
VRRP ensures that important gateways are available on a reliable basis. The protocol
provides a type of backup/redundancy function.

Both devices are configured with a functioning Internet connection.

Requirements:
Two devices that support the VRRP protocol.

Configuration in R200:
Services->VRRP:

VRRP

Enahle
Group 1D 1w
Priority 10 |+
Advertisement Interval B0 | Seconds
wirtual IP
Authentication Type none v

[ Apply ” Cancel ]

Fill in the blank with follow parameters:

1. Enable: select enable.

2. Group ID: the same configured in Cisco.

3. Priority: Normally set lower than Cisco, to set Cisco as the first choose for link;

4. Advertisement Interval: If no Advertisement package received from Cisco after the
interval, R200 VRRP will be enabled.

Then click “Apply”.

-10 -
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5. Authentication Type: None or choose the same as Cisco

Configuration in Cisco:

Router> en

Router#conf t

Router(config)# int fa0/1 /I the interface of router
Router(config)# vrrp 1 priority 200 //set a bigger number than in R200,
/[The “1” stands for Group 1, the same as R200

Router(config)# vrrp 1 ip 10.5.1.100  //Virtual IP

Router(config)# vrrp 1 timer advertise 60 //advertisement interval, seconds
Router(config)# vrrp 1 preempt /[set the main router according to //priority
Router(config)# .....

...... Finished.

-11-
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5. Scenario: Connecting to RTU via Serial RS232 port

()
TCP Client : ‘-—‘-'a, TCP Server
RS232 2 \v—e
N— Nt EL-N
l- - 3
s x
= p
HSUPA Application Server
PLC
eens Firewall
(o)
TCP Server H‘
i \‘ TCP Client
R5232 /0N
I- L]
[ A
HSUPA Application Server
PLC GPRS
Firewall

Scenario introduction:
RTU connects to R200 via serial RS232 port, RTU communicates with SCADA server via

TCP protocol.
R200 supports both TCP client or server mode.

R200 configure as TCP client and SCADA server configure as TCP server:

Configuration in R200:
System->Serial Port:

-12 -
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et

Basic Setup

Time

Serial Port

Serial Port

Baudrate 19200 v
Data Bits
party
Stop Bit

Hardware Flow Control

Software Flow Contral

[ Apply ][ Cancel J

Note:
These parameters must match devices (e.g.: RTU) connected with R200.

Services->DTU

Fire

OHCP Service
ONS Relay
YREREP

Device Manager

-13-
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Syztem WNetworlk SErvices Firewall Qo3
DTO
Enable
DTU Protocol |Transparent h
Frotocol TCF »

Work Node
Frame Interwal msecnnds

DTO ID

Fill in the blank with follow parameters:

1. Enable: select enable.

2. DTU Protocol: Transparent.

3. Work Mode: Client.

4. Frame Interval: the time interval to divide frames.
5. DTU ID: provided by user, for management.

R200 configure as TCP server and SCADA server configure as TCP client:
Configuration in R200:
System->Serial Port:

et

Basic Setup

Time

Serial Port

-14 -



GREENTEL

Simplifying Wireless M2M

Serial Port
Baurrate
Data Bits
party
Stop Bit

Hardware Flow Control

Software Flow Contral

[ Apply ][ Cancel

Note:
These parameters must match devices (e.g.: RTU) connected with R200.

Services->DTU

Fire

OHCP Service
ONS Relay
YREREP

Device Manager

DTU ==y

Enable 1. Select "Enable™
DTU Protocol irtual-Serial v 2. Select Virtual-Serial”
Protocol 3. Select the protocol supported by center SCADA:
Work Mode 4. Select "Server';
Listening Port a02 5. Set the same as SCADA;
Frame Interval l:lmsecunds

Apply I

a. Interval for cutting frames

Fill in the blank with follow parameters:

1. Enable: select enable.

2. DTU Protocol: Virtual-Serial.

3. Work Mode: Server.

4. Listening Port: The same as SCADA server

5. Frame Interval: the time interval to divide frames.
6. DTU ID: provided by user, for management.

-15-
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6. Scenario: Connect on Demand->Triggered by Call

Scenario introduction:
Call the SIM card number if user needs to wake up R200.

Configuration in R200:
Network->Dialup

SEI

LAn
' Dns
DDMS
Static Route

Set “Connecting Mode” to “Connect on Demand”

Connection Mode Connect On Dermand »

Set the parameters as follow:

Connection Mode Connect On Demand |+
Triggered by Data O]
Triggered by Call
Triggered by SMS ]
bz Idle Time 1] Seconds

Then user could call R200 to take it up.

Scenario introduction:
Control R200 online/offline via SMS.

Configuration in R200:
Network->Dialup

-16 -
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Sel

LA

DMS

DOMNS

Static Route

Set “Connecting Mode” to “Connect on Demand”

Connection Mode Connect On Demand »

Set the parameters as follow:

Connection Mode Connect On Demand +
Triggered by Data ]
Triggered by Call F
Triggered by SMS
S5 Connect Command connect (English Cnly)
S5 Disconnect Cormmand disconnect (English Only)
bax Idle Time a Seconds

Fedial Interval 30 Seconds

Click “Apply”, then you can send the SMS “connect”/"disconnect” by your mobile phone to
connect/disconnect R200.

Scenario introduction:
If there’s data, R200 will be wake up, else, after the idle interval, it sleeps.
This scenario could be used in connecting to POS machine, when there is a transaction,

R200 will be wake up and after the idle interval, it sleeps.

Configuration in R200:
Network->Dialup

-17 -
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Metwark SE|
[ vas
Lan
OMS
DOMNS
Static Route

Set “Connecting Mode” to “Connect on Demand”

Connection Mode Connect On Demand »

Set the parameters as follow:

Connection Mode |Cnnnect On Demand
Triggered by Data
Triggered by Call F

Tringered by Sh5

Mas Idle Time b |seconds

Then click “Apply”.

-18 -





