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1. Introduction

This document explains how to remote maintain and diagnose Siemens Simatic S7-1200
PLC through 3G HSPA networks.

We can also introduce the same solution to other similar applications, such as PLCs,
Robotics, and Other Machines.

SIEMENS

Picture: Siemens Simatic S7-1200 PLC

2. Service Benefits

Deploy wherever there is wireless coverage and no Land Lines connectivity
Reduced communication costs

Quick and easy deployment with existing IP infrastructure

Remote maintenance and diagnose at anytime, anyplace such as in office, at home
and on business trip

Enhanced security via IPsec VPN



GREENTEL

Simplifying Wireless M2M

3. Solution

Remote maintenance and diagnose become more and more important in automation
networking field.

Remote maintenance and diagnose has low cost than traditional on site diagnose,
engineer can diagnose the PLC remotely at any place and anytime via cellular networks.

Application Diagram: Use R200 as primary link
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Diagram introduction:

1. R200 A connects to PLC via LAN port, work as VPN IPSec client

2. R200 B connects to PLC via LAN port, work as VPN IPSec server

3. R214 has 4 Ethernet ports, could connect to up to 4 PLCs and IP Camera
4. R200 work in 3G HSPA networks

Hardware requirement:

1. PC/PG programmer

2. Two units R200 routers

3. Two SIM cards

4. S7-1214C CPU (6ES7 214 -1BE30 -0XB0)

Software requirement:
1. Programming software: Step7 Basic V10.5 (6ES7 822-0AA0-0YAQ)
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4. R200 Series Benefits

1. Supports GSM/GPRS/EDGE/HSPA

2. Always online by built-in mechanisms to restore cellular connectivity: PPP LCP echo
and ICMP keep alive for link inspection, watchdog

3. Front panel LED indicators, easy for diagnose

4. Supports IPSEC, PPTP, L2TP, OpenVPN VPN, VPN IPSec supports DES, 3DES,
AES, MD5 and SHA-1 encryption, provides high security

5. R214 has 4 Ethernet ports, could connect to up to 4 PLCs and IP Camera

6. Wide range temperature from -25 to 70 degree centigrade

7. Certification: CE 0197, R&TTE, FCC *
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5. S7-1200 Configuration

This paragraph explains how to remote maintenance and diagnose S7-1200 PLC.
Before remote maintenance and diagnose, engineer should operate as follow steps:
1. Read S7-1200's hardware component from configuration software.

2. Establish VPN IPSec tunnels between two R200 routers.

3. Remote read and configure S7-1200’s settings via programming software.

Create S7-200 Project
Click and open “Totally Integrated Automation Portal V10", you will see follow windowss:

Siemens —-ox

Totally Integrated Automation

Create new project

N - q Project name: Femote
@ Open existing project -
Path: <!

@ Create new project Author:

Cormrnent:
@ Migrate project

® Installed products

L3 Help

» Project view Opened project:

In “Portal View”, select “Create new project”, input “Remote” in “Project name:”.
Input “C:\" as “Path:”, which is the path for saving project.

Click “Create”, then a new project for remote maintenance has been done.

You will see follow windows after it:
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—_o¥X

Siemens - Remote

Totally Integrated Automation

First steps

() B e Project: "Remote” successfully opened. Please select the next step: =

@ Create new project

@ Migrate project

Configure a device
Create a PLC program

@ First steps

Configure an HMI screei

@ Installed products

-~ Help

Open the project view

} Project view Opened project: C\Remote\Remote

Click “Project view” in the “Portal view”, you will see follow windows:

Remote —Oox
Project Edit View Insert Online Options Tools  Window  Hel
ey = - . - . p - - Y - Totally Integrated Automation
5 3 B saveproject S ¥ ¢ 2 X G S MR S Goonline ¥ Gooffine : iy [N I M PORTAL
4 »
Devices w Find and Repl...| 5
h by
@
Find =
w* ) Remaote LLL
B Addl new device Type =
=
h%hDE.‘\\;E: & Metworks 2
Y =
» (g Common data ]

» r"@ Languages & Resources
» i Online access
» (i SIMATIC Card Reader

Vhale docurnent

®* Frorm current posi

w Details view [g) Properties | %] Info |[g| Diagnestics | =

General
Find

Replace with

Replace

4 11 »

i Languages &7

Editing language: [}

4
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Click “Add new device” under “Devices”, input “PLC_1" in popup menu, and select CPU
type in “Devices”.

Siemens - Remote - oxX
Project Edit View Insert Online Options Tools  Window » .
- = = - = i - : Totally Integrated Automation
3 3| B save project Sb W oHE E X mEa & Goonline ¥ Go offline ’ PORTAL
'N Modbus_Master>PLC_1 »
Devices [} Device view |w Catalog E:E-l
4 @ € 2 | dt PLCT Q L0 <Search: H_l ﬂ a
| ., Filter E
=
= e o o
* ] Modbus_Master =| » 18 Communication maduls A
& ~dd new device b 4 = » mcru :T
i Devices & Networks 1 b @ Signal board g
» [l PLC_1 [CPU 1274C » DI
r=a $7-1200 rack
b g% Cornrmaon data amns s » _@oo ﬂ
. b (@ Languages & Res » I DIIDO [=]
¥ g Online access A =
» [ SIMATIC Card Reader » 40 ®
=
» @ AISO s
w
B
E Py
4 1 g =
= - w
1 1 P Davice avandian:
w Details view gl Properties %] Info | 4 LR 4 L,l"l
=
General =
H
1 - o
ame » General = | General — a
¥ FROFINET interface =11
b DI4IDOT0 T | Project information
boAIZ v w Information
¥ High speed counters (HSC) = =
—— > (4 » 4 1 »

4 Portal view 23 overview Iﬁg_tl PLC_1 ¥ Project Modbus_Master created.

Select the “S7-1200” CPU, select “Profinet Interface” in “PLC_1".

In “IP Protocol”, set “IP Address” as “192.168.1.2", set “Subnet mask” as “255.255.255.0".
Select “Use IP router”, set “Router address” as 192.168.1.1.

See follow windows:
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Siemens - Remote —oXx
Project Edit View [nsert Online Options Tools Window  Hel X
- { - = - = . e & = 2 - Totally Integrated Automation
5 ¥ Elseveproject & X 5= 5 X @ 5 MR §coonline ¥ Goofine gy NI X - 1] PORTAL
LN Remote>PLC_1 - HX 3
Devices o Network view  [If Device view |w Catalog E|=E|
2 4 - ~Seard o
= | d+ rca - Scarch- ) il 3
=1 v Filter ]
- §7-1200 rack == B
1 Rimme rac sincns =1 » @ Communicati. |
B ~dd new device » mcr i
Elé-h Devices & Networks » ﬂl signal board |
~ L@l PLC_1 [CPU 1274C AC/DC/RIY] » @Ol
[ Device configuration » @oo ﬂ
| online & diagnostics » @ DIDo o
v [l Pragram blocks » @A ES
¢ Add new black i A ]
fn [0B1] -] g
_ an 4 ] » || *-mAlo =
¥ L Technological Ohjects = - — @
3 r‘-‘a PLC tags Device overview =
Vatcl 5 =
bl Module St laddress addre Type Order no Firnware  Comme =
= illein - FLC_I 1 cPU1214 GEST 214-1BE30-0XB0 VIO - =t
F’HD Loecd sz on4iooto 11 0.1 0 DI4iDo10 -
g8 Commen data a2 12 a4 en 42 w
E) Text lists 13 =
» (@ Languages & Resources - L . . L g
e 4 1 > w
» lgh Online access L g.
» [ SIMATIC Card Reader [g) Properties %} Info | ] Diagnostics @
General
» General Interface connected with =
[ PROFINET interface Subnet Mot connected
w Details view b DI4IDOT0 g Add
A2 —
i ¥ High speed counters (H5C) IP protocol
¥ Fulse generators (FTOFWH)
Startup IP address: 192 163 1 2 4 1 4
4 |~ i
Time of day Subnetmask: 255 . 255 255 . 0 =| L b
Frotection N Dewice: —
System and clock memory R . = =
Cyele time
Communication load EEUCSEHERERy 192 168 1
Overview of 10 addresses
Advanced
7

4 Portal view = Ovenview @ PLC_1 | = viain

After configuration, connect S7-1200 to PC via LAN, set PC’s IP as “192.168.1.3", subnet
as “255.255.255.0".
See follow windows:

(" Obtain an IP address autamatically
(%) Usze the follawing IP address:

IP address: 192 .168. 1 . 3 |

Subret mask: | 255,255,255 . 0 |

Default gateway: | . . . |

Program the PLC.
Click “Device-> Program block-> Main [OB1]" in “Project view”, and engineer will see the
popup windows as follow:
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Siemens - Remote -ox
Project Edit Wiew Insert Online Options Tools Window  Help .
= = = - = - - = = [€:\Remateifemate - Tatally Integrated Automation Portal| Totally Integrated Automation
3 3 B save project 3 Y E ] M 2 # Goonline &N Goofline | gy W I8 i % o ] PORTAL
(N Remote » .1 » Program blocks » Main X 3
9!
Devices » Favorites
" - S 2
= [F L < 62 G T 7 w Instructions z
Interface » [ ] General - 5_
> _] Remote |=| Mame Data type Camment » = 8
| - Ternp » (@) Ti =|[
ces & Metworks 2 - » [+1] Counters ]
= [ PLC_1 [CPU 1274 ACIDEARIY] 4 i v | Ecompare =
- o
Y evi < E3 » [+1] Wath 2
T - 4 Iz
= 3 -
wBlock title:  “lain Fragram Sweep (Cyele)” 21~ Extended inst... =
Lomment ¥ [ clock + calenda |5
@
=|» [Jswing+ char  |Z
»  Network 1: » [ Program control
— Comment 4 » [ communicatio (]
¥ [ ] Interupts =
» CJFID g
Comrmaon data >4y [ uetio o
=0 Tot lict il K} L} » ¥ [ Fulse
¥ Details view \ig Properties %] Info | Diagnostics W
General
Harne 5 | -
Enera General —
Inforrmation
Time stam
Compilatia Name: Main
Pre n 4 E
Constant name: “E_hain
Attributes
) Type: OB
Murmber: 1
Event class: Frogram cycle
lannuama | AN - =
4 11 » 4 L} »
o PLC 1 |=I- Main

Add program in “Main-> NetWorl” as follow windows:

Siemens - Remote ox
Project  Edit  Miew Insert Online  Options Tools Window  Help [C:Remote|Remote —Totally Integrated Automation Portal |y tomation
LY - 2 ! i b
3F 3 Bl saveproject 3 ¥ # = ¥ g LM F Goonline offine : fp M I8l ]| PORTAL
LN Remote » 1 » Program blocks » Main X »
N =E]
Devices p Favorites a3
o X . =
¥ % 4 ¢= Gy % S w Instructions =L
g
Interface » [ ] General - 5_
> _] Remote |=| Mame Data type Camment » = 8
[ | - Temp 4 =|[
o D & len 2 ~ »
= — > ﬂ
~ [ PLC_1 [CPU 1274C AT 4 1l L4 B
— ]
Y Device canfiguratio = = 4 2
@ online & HF i == 4 2
~[g = N L 1|
—{~ Extended inst...|5
»  Network 1: :’
- » [ clock + Calenda| @
Comment — — e - @
=| » ] sting + Char =
%MO.0 AMD.1 =
| | “Ta " “Tag_2" » r‘-_‘ Communicatio LJ..I
] Test lists » [ Intemup =
¥ [ Local madules | 3 Q
- n_.’ Common data I B2 ﬁ
S0 Tout licte il L 11 ¥ » D Pulse
¥ Details view \ig Properties %] Info | Diagnostics W
General
Harne -
Tag Tag =]
General
Name: Tag_2
b Address: %M0.1 - =
¥ Comment:
Time stamp
Date created L
< It K it 3
4 Portal v 3 Ovenview gin PLC1 | & main
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After finishing the programming, compile the program as follow:
Right click “PLC_1", select “Complies ALL” in popup windows to program both hardware
and software. Engineer will see follow windows:

Siemens - Remote

Project Edit View Insert Online Options Tools  Window  Help .
. L Totally Integrated Automation
3 3 Elsaveproject @ ¥ F8 Tz X T T M & F Goonline ¥ Goofiine g [N I M H ] PORTAL
Project tree »
Devices & Network view [} Device view | Catalog IE=E|
* = | dr rc [ @ 2 00% - <search- by WP (%
! 2 v Filter §
v ] Remote = $7-1200 rack sichcns o | » @ communicati :
= P = o
B ~dd new device » @ CFU &
EEh Devices & Networks » :EI Signal board g
i i ol
Dewvice canfigur: . . e | =
= 2 Openin new editor v & + _mpoo ﬂ
9 online & diagno| - - = [ )
+ |-l Frogram blacks Clrl+ =
B Add new blad] carl+c . &
& Main [0B1] Crlav Slot laddress @ addre. Type I Order no Firrmvware ér
1 CPU1214C AC/DCIRly BEST 214-1BE30-0XB A1 2 -
3 r‘-_* Technalagical Ol % Delete Del | X - - s = — @
» [3 PLCtags Rename gz |2 L S G DUABGTD —
1.2 &4 67 A2 2
& Watd . 53
b [z Watch tables Go to device T =
E] Text lists Gotolibran [~ ﬂm;
» [} Local madules Goto network view EE H
ld = i - i i
~ g Cormnmon data Properties Info Diagnostics | ¥
S Al 3 Pro 3 Info || Dlag w
= ot hists . " .
= S Text i Download to device 3 Hardware configuration E
r: UCanyuape sl ERe 5o & Goonline Software ce connected with - 3
L ° — =
4 11 ;.',7 Go offline Software (rebuild all blocks) subnet  Not connected B
w Details view % Online &diagnostics Ctrl+D
= |
82 cornpare offlinefonline B
larne Show usage IP protocol
= T : W)
i—? Frograrm blocks ssignment list P address: 192 168 1 5
L4 Technological Objects| E2 Call structure p k _
255 285 285 0 =l 1 L4
4 FlcCtags L] Resources Subnetmask: 255 255 255 0 ]
s I w Information
=1 watch tables X Cross-references H —
) Texthsts =, Print Ctrlep [T + Use IP router —{ Device —|
I - - =]
LD Local madules & Print preview... 4 Router address: 122 168 .1 .1
(& Properties AltvEnter ooooo
Advanced
e 1~ 1|
4 Portal view =2 Overview |5Eh PLC_1 |:l- Wain

Download the program to the PLC if there is no error during compiling.
Right click “PLC_1", select “Download to Device” in popup windows.
After downloading, disconnect the LAN between S7-1200 and PC.

-10 -
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6. R200 Configuration

R200 B VPN IPSec Server Configuration

LAN Configuration
Set PC’s IP as “192.168.2.2", subnet as “255.255.255.0".
Connect PC to R200 B via LAN.

Click IE browser in PC, input R200 B’'s IP “192.168.2.1", username/password is

“adm/123456".
Click “Network->LAN", you will see follow windows:
Syztem Hetwork Services Firewall Qo3 izl
LAN
MAC Address |DD:D4:25:DD:9F:DA Default |
IF iddress |192.188.1.1
Netmask |255.255.255.D
MTTT IDefauIt 'I
Detection host IDB.DD

LAN Mode IAutD MNegotiation Vl

Hulti—IF Settings

IF Address Hetmaxzk Description

Tools Status

= |i=

Apply | Cancel |
Set “IP Address” as “192.168.1.1” and click “Apply”.

DDNS Configuration

hdd

Modify PC’s IP as same network segment as R200 then login the R200 web page.

Select “Network->DDNS" as follow:

-11-
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Systerm Metwark Services Firewall QoS WPN Tools

Dyhamic DNS ==> Dialup

Current Address
Service Type
URL
Username
FPassword
Hostnarme
Wildcard
Tl
Backup
Force Update

Last Update

DDNS

| DynDMS - Custom hd
hittp: iy chynidns comyd

Input your DDNS information.

VPN IPSec Server Configuration (VPN->IPSec Tunnels->Add)

7} Router - Wireless Router - Mozilla Firefox

EtE) $E(E) ZFEY) B®:(E) BEE) IAT) #EH)
6. ~ € 0 o | |ntpyriszi6a.2.1indexsp w -
| mnEE | FFEER o Bis
Google | ~| Yex - T spEn - S
J Router ->» Wireless Router | =
Syztem Networlk Services Firewall Jal PN Tool=s Status
IPS5ec Tunnels EEI
Edit IP5ec tunnel
Show Advanced Options I

Basic Parameters

Tunnel Name
Destination Address
Startup Modesz

Restart WAN when failed
Negotiation Mode

IP5ec Frotocol

IFSec Mode

Tunnel Twpe

Local Subnet

Local Netmask

|IPSec_tunneI_1
|D.D.D.D

| Passive |
I
[esP ]

-12 -
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Remote Subnet |192.153.2.U
Femote Netmask |255.255.255.D

Phase 1 Parameters

IEE Policy [3DES-MDE-DH2 =]
IEE Lifetime |8540|J—Seconds
Local ID Twpe lm
Remote ID Type IW
Femote ID Im
Suthentication Type lm
Eey IT
Phase 2 Parameters
IPSec Policy [sDESMD5-36 =]
IP5ec Lifetime ISEDD—Seconds

Perfect Forward Serecy(PFS) INDne 'I

Link Detection Parameters

DFD Time Interval | Seconds (0 dizable)

DPD Timeout

Seconds

ICNP Detection Server

Il

ICNP Detection Local IP

ICMP Detection Interwal IED Seconds
ICNP Detection Timeout |5 Seconds
ICMP Detection Max Retries I'ID

Save | Cancel |

R200 A VPN IPSec Client Configuration
LAN Configuration
Click IE browser in PC, input R200 B’'s IP “192.168.2.1", username/password is
“adm/123456".
Click “Network->LAN”, you will see follow windows:

System Metwork SEMVICES Firewall Qs WP Tools Status
LAN ==
MAC Address 00.04:25.00:7F:E8 | Defautt |
IP Address 1192.168.2.1 |
Netmask |265.256 255.0 |
MTU | Default + |
Detection host 0.0.00 |

Viulti-IP Settings

IP Address Metmask Description

-13 -
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Set “IP Address” as “192.168.2.1" and click “Apply”.

VPN IPSec Client Configuration (VPN->IPSec Tunnels->Add)

) Router - Wireless Router - Mozilla Firefox

iHE) siE(E) =FF(W) RRE)

HEE) IRD #HEH

i; - € 0 o | |httoyiioziee2.1findexsp 77 v
| maBE | HFEHE o B8iEs
Google | | x| o U oaEE - S
J Router - Wireless Router m
Cellular Router
Swatem Hetwork Serwvices Firewall QoS VN Toolsz Status

Edit IP5ec tumnel

S5how Advanced Options

Basic Parameters

Tunnel Name
Destination Address
Startup Modes

Restart WAN when failed
Negotiation Mode

IP5ec Protocol

IFPSec Mode

Tunnel Tvpe

Local Subnet

Local Netmask

Femote Subnet
Femote Netmask

Phase 1 Parameters

IEE Policy
IEE Lifetime
Local ID Type
Local ID
Eemote ID Twvpe
Authentication Type
Eew

Phase 2 Parameters
IPSec Paolicy

IPSec Lifetime

IPS5ec Tunnels
v

|IPSec_tunneI_1
|REDD Als DDNS

I Auto Activated j
I
[EseE

|1 92.168.1.0
|255.255.255.D

[3DES-MDE-DHZ x|
IBHDD—Seconds
[eeneee

ISDES-MDS-% 'I
ISEDD Seconds

-14 -
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Perfect Forward Serecy (FF3) INDnE 'l

Link Detection Parameters

DED Time Interval [ econds(0: disable)
LPD Timeout I—Seconds

ICHP Detection Server IW

ICHP Detection Local IF [fsziegz1

ICMP Detection Interwal IED Seconds
ICHP Detection Timeout |5 Seconds
ICNMF Detection Max Retries |1D

Save Cancel |

Notice:

Destination Address: input R200 B’s IP Address or DDNS address, it is DDNS address in
this case.

After configuring two R200 routers, restart the routers then they will establish a VPN IPSec
tunnel automatically.

-15-
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7. Remote Maintenance and Diagnose S7-1200

Connecting S7-1200 PLC to R200 B VPN IPSec Server, connecting remote diagnose PC
to R200 A VPN IPSec Client, set PC’s IP as “192.168.2.2", subnet as “255.255.255.0",
gateway as “192.168.2.1". See follow windows:

Internet Protocol (TCP/IP) Properties

General |

You can get IP gettings azsigned autormatically if your netwaork, supparts
thiz capability. Othenwize, you need to azk your nebwork, adminiztrator for
the appropriate [P settings.

(") Obtain an P address autamatically
(%) Uze the follawing |P address;

IP address: | 192.168. 2 . 2 |
Subriet mask: | 255 . 255 . 255 . 0 |
Default gateway: 19z, 168. 2 . 1 |

{(®) Usze the following DS zerver addreszes;
Erefered DMS zerver: | . . . |

Alternate DMS server: | . . . |

[ OF. l[ Cancel ]

Open “Remote” project which has been successful configured in “Totally Integrated
Automation Portal V10”. Then engineer could remote download and program the S7-1200.

-16 -





